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1
Decision/action requested

Approve the pCR to TR 33.855 [1] below.
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Rationale

There are two Editor's Notes in TR 33.855 [1] about the security of indirect communication in roaming scenarios, one in Solution #34 and one in the conclusion on Key Issue #26. The companion contribution [2] is a CR to TS 33.501 that addresses the open questions directly in normative work. Therefore, it is proposed that the open questions on telescopic FQDNs between SECOP and SEPP are addressed directly in normative work.
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Detailed proposal: pCR to TR 33.855
*** BEGIN CHANGES ***
6.34
Solution #34: Security of indirect communication in roaming scenarios

6.34.1
Introduction

This solution addresses Key Issue #25 "Indirect communication in roaming scenarios".

When indirect communication is used in roaming scenarios, the interface between SECOP and SEPP needs to be secured. More specifically, authentication and transport security between SECOP and SEPP is necessary.

Authentication between network functions in different PLMNs is implicit by authentication between NF-SECOP, SECOP-SEPP, SEPP-SEPP and SEPP-SECOP and SECOP-NF. 

In should be noted that in a roaming scenario it is assumed that a SECOP does not span multiple PLMNs and that the interface between a SECOP and a SEPP is within a single PLMN. 

6.34.2
Solution Description

Authentication between SECOP and SEPP is performed in the same way as authentication between SEPP and network functions, as described in TS 33.501 [11], clause 13.3.3.

Transport protection between SECOP and SEPP is performed in the same way as transport protection between SEPP and network functions, as described in TS 33.501 [11], clause 13.1.
Details of communication between SECOP and SEPP will be handled during normative work.

6.34.3
Solution Evaluation

The solution satisfies the potential requirements of Key Issue #25.

*** NEXT CHANGE ***

7.5
Conclusions on Key issue #25: Indirect communication in roaming scenarios

Solution #34 is recommended as basis for normative work. Details of communication between SECOP and SEPP will be handled during normative work.

*** END CHANGES ***

